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Java Cryptography Architecture -
JCA

e Xudt hién tir JDK1.1, dugc chudn hda tur JDK1.4
gom cac goi:
e java.security
e javax.crypto
e javax.security
e Cung cap khoang 11 I6p can thiét dam bao an
toan cho cac Ung dung Java
e D€ nghi cac ca ché bao mat tu’ thap dén cao
e Ma hda, ham bam
o Chir ky dién tur, chirng chi
e SSL, HTTPS
o Chirng thuc va diéu khién truy cdp

~




Nguyén ly co ban

e DOc lap vdi cai dat
e Alice ¢ thé sr dung ban cai dit DES cda minh dé
giai ma thong diép dudc ma hda bang ban cai dat
cua Peter

» Doc lap vdi giai thuat va kha nang md rong
e Néu Alice va Peter quyét dinh s dung giai thuat
TripleDES thay vi DES thi ho chi can doi tén cua
giai thuat trong chuong trinh cua ho. Cac phan
khac van khong thay doi.




Poc lap vai cai dat

e Nha cung cap dich vu ma hoa (cryptographic
service provider) cung cap cac goi dich vu nhu:
ma hoa, cac giai thuat chi ky dién tu, ...

o Alice sir dung giai thuat “TripleDES” cua nha cung
cap dich vu “AliceCrypto” dé ma hda cac thdong diép
cla co.

e Nha cung cap mac dinh: SUN




MOt soO IGp quan trong

e Cac dich vu ma hoa dudc dinh nghia truu tugng
bang cac “I6p dong ca” (engine classes)
e Cipher: ma hoda
e MessageDigest: bam
e Signature: chit ky dién tur
o KeyFactory: sinh khoa
» SecureRandom: sinh s6 ngau nhién an toan




Tao doi tugng (Instanciation)

e SU' dung cac “ham san suat” (factory methods)
getInstance(...) cua cac “I6p dong ca”

» C4 thé tao cac ddi tuogng s’ dung mot giai thuat
cu thé clia mot nha cung cép dich vu ma héa nao
do.

» P& tao ra d6i tugng cé kha ndng m3 hda vdi giai
thuat DES cua nha cung cap dich vu mac dinh
(SUN), ta st dung ham san xuat cua I6p Cipher:

Cipher.getInstance("DES");

o PE s(r dung giai thudt DES clia nha cung cap
AliceCrypto:

Cipher.getInstance("DES”, “AliceCrypto”);




Ma hoa
e L&p dong ca: Cipher

e Tao ra cac b6 ma hda/ giai ma cho mot giai thuat
va mot khoa cho trudc

 Cac Idp sinh khoa (KeyGenerator) va xay dung
khoa (KeyFactory) chiu trach nhiém tao ra cac
khoa can thiét cho viéc ma hoa va giai ma




Ma hoa doi xing

e Nha cung cap “SunJCE"” dé nghi cac giai thuat
sau:

e DES: mac dinh khda co chiéu dai 56 bit

e Triple DES: mac dinh khda cd chiéu 112 bit

e Blowfish: mac dinh khda cd chiéu 56 bit

» Kich thudc khda cd thé thay ddi tuy thudc vao
phién ban cua JCE




Khoa

e Hai phucng phap tao khoa
e Phudng phap don gian (cap cao)
sinh khoa vdi IGp javax.crypto.KeyGenerator

e Phudng phap nang cao (cap thap)
Xay dung khoa vdi cac I6p:
javax.crypto.spec.algoKeySpec (DESKeySpec,
BlowfishKeySpec)
java.security.KeyFactory




Sinh khoa

e Tao ra va khai dong bo sinh khoa
KeyGenerator gen;
gen = KeyGenerator.getlInstance (“algo”);

gen.init () ;

 Sinh khoa dung bd sinh khoa
SecretKey key;
key = gen.generateKey () ;




Xay dung khoa (pp 1)

 Chon dU liéu nhj phan dung dé tao khéa: mang
cac byte

e Xay dung khoa suU dung giai thuat va nha cung
cap dich vu: DESKeySpec, DESedeKeySpec

e Xay dung “nha may san xuat khoa”: mot doi
tugng cua I6p KeyFactory

 Sinh khoa: generateSecret()




